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Abst ract -The hot  technology of  current 
trend to s tore  bulk inf ormat ion in a  
virtual  memor y i s  c loud c omput ing.  
Us ing thi s  technology the  data owner  
secures the informat ion in c loud server .  
To securi ty concern,  so many 
cryptographic  techniques  are  avai lable .  
But  most  of  these  techniques  fa il ed to 
de l iver  security against  the  informat ion 
s tored in c loud ser ver .  To obtain data 
conf ident iali ty,  scalabi li ty,  f l exibil ity,  
and f ine grained access control  in s tored  
informat ion,  the  cipher text  pol i cy 
at tr ibute  based encrypt ion (CP-ABE)  i s 
compared wi th key p ol i cy at tr ibute 
based encrypt ion (KP-ABE)  and i s  a l so 
proved.  CP -ABE is  performed ef f i ci ent 
security provider  against  KP -ABE.  
 
Index Terms—data conf identiali ty,  
scalabil ity,  f lexibil ity,  f ine  grained 
access control  
 

1 .  INTRODUCTION 
  

Cloud i s  d is t ributing services  
through in terne t  [8 ,  9].  It  i s  an  in te rne t 
based computa t ional  envi ronment  so tha t   
pa yment  i s  only for  resources  tha t  a re 
used.  A se t  of  pooled resour ces  a re  
de l ivered through the  in terne t to 
individuals  and businesses .  For  an 
example ,  t he  cloud i s  providing services  
for  bus iness  appli ca t ions ,  fi l e  s torage ,  
socia l  s i t es,  and mail ing.  The major  and 
ver y imp or tant  profi t  of cloud comput ing 
i s  compa ct  cos t ,  capi t al  expendi ture  and IT  
capabi l i t i es.  

 
The  69% of US ci t i zens  adopted 

cloud servi ces  on  2008 September ;  th i s 

s tudy i s  d one  b y Pew Research Ins t i tu te 
[7].  As  wel l  as  the  government  of US i s  
spending lot  of  b i l l ions  in  cloud  
comput ing whi ch approximate ly reaches  
the  amount  $7 bi l l ion  by the  year  2015.  
India  i s  a  gr owing count r y,  i t  ne ver  fa i l s  
to grow in  the  fu ture  comput ing 
envi ronment  l ike  cloud.  M ost  of the  Indian 
companies  a re fol lowin g cloud,  for  an  
example  Bhara t i ,  Ashok Le yland,  In fos ys  
and they inher it  t he  services  from 
Microsoft  and Cisco WebEx.  The  cloud i s 
used by governments ,  s ingle  user,  b ig and 
smal l  organiza t ions .  The  cloud  i s  
providing a l l  t ypes  of services  tha t  can be 
a ffordable  to ordinary people .          

 
  Cloud server  i s  an  un-t rus ted  area 
because  of  huge  number  of  users .  The 
secur i ty a ga ins t  the  s tored informat ion i s  
b igges t  ques t ion mark in  cloud  [9 ,  10 ].  If  
the  informat ion in  cloud i s  secure  then i t  
should  meet  the  fol lowing cr i t e r i a ;  da ta 
confident i a l i ty,  sca labi l i ty,  fl exibi l i ty and 
access  cont rol .  

  
•  DATA CONFIDENTIALITY 

  The data  owner  s tores  the 
informat ion in  a  cloud  server .  The  s tored 
informat ion should  be  secure  for  tha t  the 
informat ion should  be  encr ypted before  
uploading in  the  cl oud server .  So tha t ,  t he 
unauthent i ca ted  user can not  break the 
encr ypted informat ion.  
 

•  SCALABILITY 
 The sca labil i ty i s  de termined by 
the  sys tem per formance .  The  pool  
authenti ca ted  users  can not  influence  the 
s ys tem per forman ce .  For  an  example ,  the 
number  of  authent i ca ted  user  can increase  
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i n  cloud but  th i s  wi l l  never  and ever  a f fect  
the  e ffi ci ency of s ys tem per formance .  
 

•  FLEXIBILITY 
 The  cl oud i s  a  fl exible 
envi ronment .  It  a l lows  the  authent i ca ted 
user  to use  ext ra  resources  a t  peak t ime 
a l so.  The  fl exibil i ty of cl oud i s  rea lly h igh  
because  i f  the  authenti ca ted  user  has  any 
problem in  da y to  da y opera t ion then i t  i s 
r ecovered.  
  

•  FINE GRAINED ACCESS 
CONTROL 

 In  cloud,  the  p ool  of  authent i ca ted 
user  i s  in same t eam the  sys tem i ssue 
unique  r ight s  to individual  user.  
 

Cloud i s  such a b igges t  s torage  
area  where  the  s tored informat ion does  not  
have  an y guarantee  tha t  should  be  secure 
[9 ,  10].  The  informat ion s tored in  the 
cloud sh ould  be  secured from the  other  
users  and the  cloud provider  i t se l f .  Thi s 
the  mos t  impor tant condi t ion appl i ed  for  
secur i ty in  cloud.  Thi s  condi t ion together  
wi th  fl exibi l i ty and access  cont rol  gives  
da ta  confident i a l i ty.  F or  an  example ,  the 
confident i a l  informat ion of  a  user  
t r ansfered to the  cloud from the  common  
area  and the  informat ion can be  bank  
act ivi t i es ,  p in no,  heal th  record  and so on.  
The  access  cont rol  i s  the  mos t  impor tant  
secur i ty t opic and var ious  secur i ty model s  
a re  a l so ava i l able  in  the  modern 
t echnologi ca l  e ra.  But whichever  provides  
da ta  confident i a l i ty,  sca labi l i ty,  
fl exibi l i ty,  access  cont rol  in  bes t  way i s  
the  e ffi ci ent  secur i ty scheme.  

In  th i s  paper  we di scuss  about  the 
secur i ty p lan  of ABE and compare  the  two 
impor tant  secur ity scheme KP -ABE  wi th  
CP-ABE and a l so to achieve  da ta 
confident i a l i ty,  sca labi l i ty,  fl exibi l i ty,  
access  cont rol  we implement CP-ABE in  
s tored informat ion.  
 
 
2.  ATTRIBUTE BASED 
ENCRYPTION 
  

If  a  sche me achie ved fl exibi l i ty,  
fine-gra ined access  cont rol  and s ca labi l i ty 
then tha t  should  be  a  bes t  scheme for  da ta  
confident i a l i ty.  For  th i s  lot s of schemes  
are  ava i lable but  these  works  a re  done  in 
s imi lar  trus ted  domain [1 ,  2].  That  i s  the 
da ta  owners  and cloud providers  should  be 
in  the  simi lar  domain.  In  the  other  hand, in 

cloud the  da ta  owners  and cloud providers  
a re  in  the  di ffe rent  domain.  

At t r ibute  based encr ypt ion i s  new 
access  cont rol  s cheme developed b y Sahai  
and Waters  for  da ta  confident i a li ty.  T o 
enhance  these  work Goyal  e t  a l .  added a 
fine-gra ined access  cont rol  in  ABE  
scheme.  Depending upon th i s  access  
cont rol  the  cloud provider  a l lows  the  user 
to access  informat ion in  cloud.   

ABE  i s  used to conquer  fine  
gra ined access  cont rol  over  user  
informat ion [9].  If  hu ge  number  of users  
access ing cl oud fr om di ffe rent  domain 
then the  ABE i s  qui t e  di ffi cul t  to handle  
the  key management .  The  ABE scheme i s  
cl ass i fi ed  into two t ypes .  The  fi r s t  scheme 
of ABE i s  Ke y Pol i cy ABE (KP-ABE) .   In  
the  KP-ABE sche me the  se t  of a t tr ibutes 
t ransform to cipher  t ext  and the  monot onic  
t ree  access  s t ructure  i s  used to form 
pr iva te  key.  The  pr iva te  key chan ges  the  
encr ypted informat ion to  or igina l  
informat ion.  S o tha t  the  KP-ABE pr ovides  
fine  gra ined access  cont rol  on  user  
informat ion.  In  other  hand,  the KP-ABE  
scheme does  n ot  have  fl exibi l i ty on  
execut ing the  a t t r ibutes  and the  sca labi l i ty 
a l so has  b ig i ssues.  The  i ssue in 
sca labi l i ty i s  nothing but  i t  i s  not  poss ib le 
to works  on mul t ip le users .   

After  underst anding KP-ABE  
scheme [4],  we  can ident i fy the  necess i ty 
of the  Cipher t ext  Pol i cy ABE.  The  scheme  
CP-ABE  agains t  KP-ABE pr oves  tha t  CP-
ABE s cheme cons i s t  of bes t  access  cont rol  
and i t  i s  achieving sca labi l i ty and  
fl exibi l i ty as  wel l  data  confident i a li ty 
be t t er  then KP-ABE scheme.  

  
 
3.  KEY POLICY ATTRIBUTE 
BASED ENCRYPTION 
 

For  dea l ing informat ion shar ing 
and fine  gra ined access  cont rol  in  cloud a  
new cr ypt ographic scheme i s  ava i l able 
which provides  a  potent ia l  tool  tha t  i s 
At t r ibute-based encrypt ion  (ABE)  [6 ].  One  
of the  fines t  schemes  of  ABE  i s  to en cr ypt  
and decr ypt  informat ion i s  KP-ABE.  The  
ke y p ol i cy a t t r ibute  based encrypt ion  
cons i s t s  of se t  of a t t r ibutes in the cipher 
t ext.  The  decr ypt ion ke y l inked wi th  
mon ot onic t ree  access  s t ructure ,  which i s 
used to decrypt  the  cipher  text.  In  the  un-
t rusted  cloud s tora ge  KP -ABE  i s  p layin g 
an impor tant role  in  da ta shar ing.  

St i l l ,  t hi s  KP-ABE s cheme i s  not  
working on sca labi l i ty and as  i t  has 
mul t iple-l eve l s  of a t t r ibute  author i t i es  and 
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i t  i s  highl y imp oss ible  to l ead to 
fl exibi l i ty.  According to th i s  in KP-ABE i s  
not  poss ib le  to achieve  s ca labi l i ty and  
fl exibi l i ty s o tha t  the  access  cont r ol  i s  b ig  
ques t ion mark.    
 
4. CIPHER TEXT POLICY 
ATTRIBUTE BASED ENCRYPTION 
 
 In  a t t ribute based encrypt ion the  
working pr inciple  of CP -ABE i s  tota l ly 
d i ffe rent  from KP-ABE [5 ].  According t o  
KP-ABE  scheme  the  ke ys  of cipher  t ext 
and decr ypt ion ke y are  shi ft ed  in  CP-ABE.  
The  encr yptor  ch ooses  the  t ree  access  
pol i cy t o encr ypt  the  cipher t ext .  
Depending upon the  se t  of a t t r ibutes  the 
secre t  key i s  crea ted .  The  secre t  key 
a l lows  to decode  the  cipher  t ext ,  i f  t he 
given cipher  t ext  matches  wi th  the  se t  of  
a t t ributes  connected wi th a  secre t  key,  
then i t  fu l fi l l s the tree  access  pol i cy.  
 

CP-ABE s cheme i s  theore ti ca l ly 
closer  to wel l  es t abli shed schemes  l ike 
RBAC (Role-Based Access  Cont rol )  
because  of users  decr ypt ion ke ys  a re  
re l at ed  wi th  the  set  of  a t t r ibutes .  So tha t ,  
t h i s  is  mos t  re l evant  scheme tha t  exploi t s 
CP-ABE as  an  a l t e rna tive  of KP -ABE,  
which wi l l  impose  access  cont rol  of  
encr ypted da ta .   
 

From thi s ,  cipher  t ext pol i cy 
a t t ribute  based encrypt ion  (CP-ABE)  i s  
undoubtedly one  the  bes t  scheme agains t  
ke y pol i cy (KP-ABE)  because  of i t  i s 
expressiveness  in  descr ib ing access  
cont rol  pol i ci es .   
 

 
5 .  COMP ARISON OF  KP-ABE AND CP-
ABE 
 
•  Ke y mana gement : The  class i ca l  model  
to secure  the out sourced da ta in a  common  
s torage  l ike  cloud i s  to s tore  encr ypted 
da ta ,  so that  the  decrypt ion ke ys  handed 
over  to the  author ized users .  These 
deci s ions  ma y cause  lot s  of se cur i ty i s sues  
in  cl ass i ca l  model  [1 -6].  S o t o pr ovide  
secur i ty aga ins t  th i s problem and to 
a l loca te  decr ypt ion ke ys  to author ized 
users,  a  wel l  organized ke y manage ment  
s ys tem i s  needed.  Due  to the  working 
pr inciple  of the  two a tt r ibute  based 
encr ypt ion (CP -ABE &KP -ABE)  we can  
unders tand that  CP-ABE i s  ha ving the  bes t  
ke y management  s ys tem depending on the 
se t  of a t t r ibute  in  the  decrypt ion ke y i f  i t  
sa t is fi es  t r ee  access  pol i cy l inked wi th  
cipher  t ext,  t he  key i s  used to  decr ypt  the  

cipher  t ext .  But  in KP-ABE,  which has  
ver y p oor  a t t r ibute  management ,  thi s  is sue 
result ed  l ack of fl exibi l i ty.    
•  Scalabi l i ty and Flexibi l i ty:  The  
offi ci a l  users  become  bulk y,  the  resul t  
should  be  well -organized.  The  CP-ABE  
scheme i s  e ffi ci ent  one  i f  the  author ized 
users  increased in  cloud.  But  in  KP-ABE  
scheme i f  the  author ized users  a re  
increased the  resul t  should  not  be  
e ffi ci ent .  The  author ized users  a re 
increased in  cloud tha t  previous l y va l id  
user  should  be  revoked and the  da ta  has  to  
be  re -encr ypted.  F or  the  exi s t ing va l id  
user  the  new keys  mus t  be  i s sued.  
Depending on the  access  cont rol  s ys tem 
KP-ABE in  cl oud,  provide  a  re -encr ypt ion  
t echnique .  So tha t,  Key P ol i cy At t r ibute 
Based Encr ypt ion  ava i l s  a  fine-gra ined 
access  cont rol . Cor responding to an  a ccess  
s t ructure  a  se t  of a t t r ibutes  in  Key P ol i c y 
At t r ibute  Based Encrypt ion has  a  publ i c 
ke y.  The  fi l es  a re  encrypted b y DEK 
(symmet r i c da ta  encr ypt ion  ke y)  tha t  i s  
used to twis t  encr ypted publ i c key be cause  
of the  number  of a t t r ibutes  in  KP-ABE,  i t  
i s  crea ted by an access  s t ructure.  The 
encr ypted DEK and the  cor responding 
a t t ributes  s tored wi th  the  encrypted da ta  
fi l es .  In  cl oud the  se t  of a t t r ibutes  of fi l e  
s tored tha t  should  be  cont rol l ed  by the  
access  s t ructure  of user ’ s  key,  so tha t  onl y 
the  user  can decr ypt  the  DEK,  tha t  is  used  
twis ting the  decr ypt  fi l e .   
 

A Ke y P ol i cy At t r ibute Based 
Encr ypt ion to secure  informat ion i s  
implemented by the  en cr ypt ion ke ys  of  
da ta  fi les .  Thi s s tructure  s t ra ight  away 
have  the  benefi t  of fine  gra in  access  
cont rol .  CP-ABE scheme,  decoding ke ys  
onl y suppor t  user  a tt ributes  tha t  a re 
organi zed logica l l y as  a  s ingle  se t ,  so 
users  can onl y use  a l l  poss ib le 
combinat ions  of a t t r ibutes  in  a  s ingle  se t  
i s sued in thei r keys  to sa t i s fy p ol i ci es  
 
a  ≡ gk (mod p) ;  gcd(k ,  p -1)= 1; e l se a  ≡ 1?  
Message  M (d igraph, tr igraph blocks)   
Publ ic ke y ( g,  p ,  y ≡  gx (mod p) )  M ≡ (xa  
+ kb)  mod (p-1)   
wh ere x  =  pr ivate key  
 k  =  random secret  value 
 Digi t a l  Signature (a,b) sent  with  M  
yaab ≡ gM (mod p)  
 The  Math :  
gM ≡ g(xa+kb)  mod p  
(gx)a  (gk)b  ≡ yaab (mod p)   
 

If  M is  modi fi ed ,  con gruence  
would  be  vi ola ted .  So tha t  in  KP-ABE fine  
gra in  access  cont rol  i s  qui t e  d i ffi cul t  to  
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achieve .  But  in  CP-ABE  i s  qui t e  s imple  to 
achieve  fine  gra in  access  cont rol .  
 
ABE  Sca l -  

abi l i ty 
Flexi -
bi l i ty 

Access  
cont rol  

Data  
Con fiden
-t i a l i ty 

KP-
ABE  

fa i l ed low low fa i l ed 

CP-
ABE  

high high high achieved  

 
 
Fig: 1  compar ing ABE schemes  
 
 

In  KP -ABE s cheme,  the  encr yptor  
can n ot  come to a  con clus ion wh o can  
decr ypt  the  encr ypted da ta  excluding 
descr ip t ive  a tt ributes  for  the  da ta,  and no 
other  wa y the  encr yptor  mus t  t rust  the  key 
i ssuer .  And more over ,  the  scheme KP-ABE  
i s  not  con venient  to these  types  of  
appl i ca t ion.  So tha t in  these types  of  
appl i ca t ions  the  mos t  e ffi ci ent  encr ypt ion  
scheme i s  tha t  the  users  descr ibes  var ious  
a t t ributes  and the  one  whose  a t tr ibutes 
match a  pol i cy associa ted  wi th  a  cipher 
t ext  can decrypt  the  cipher  t ext.  For  such 
an appl i ca tion,  a  be tt e r  choice  i s  CP-ABE.  
From the  t able  fig :1 ,  we  can ident i fy tha t  
CP-ABE i s  achieved fl exibi l i ty,  sca labi l i ty 
and fine  gra ined access  cont rol ,  so tha t  i t  
provide  da ta  con fident i al i ty to  the  
out sourced da ta  in cloud comput ing.  
 
 
6.  CONCLUSION 
 
 An At t r ibute  Based Encr ypt ion in  
cloud comput ing,  var ious  con cept s  and 
a l so the  cl ass i fi ca t ion of ABE are  
d i scussed.  And a l so in  a bri e f manner  the 
ke y p ol i cy ABE and cipher  t ext  pol i cy 
ABE are  d i scussed.  The working pr inciple 
of KP -ABE i s  compared wi th  CP-ABE and  
came to an  con clus ion which one  i s  
providing se cure  informat ion in  cloud  
comput ing.  Fina lly we have  achieved da ta  
confident i a l i ty,  sca labi l i ty,  fl exibi l i ty and 
fine  gra ined access  cont rol  throu gh CP -
ABE a gains t  KP-ABE.    
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